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How this all got started?

"...the use of access control devices are primarily 
to increase convenience not so much to
increase security.  If someone really wants to 
get past a door, using a sledgehammer is 
quicker and cheaper than hacking the 
technology.“

 

Story 1

One school’s ID card had many uses including debit 
card for dining halls and some off site locations. It 
was discovered that a student was duplicating the 
cards including the mag stripe to be used as 
'backup' for their fake ID. Due to faults in the 
implementation this was considered a credit card 
breach and was reported to the effected 
community under the new applicable state law. 
This event triggered a review of the use of cards 
and applying the appropriate use to them.

 



Story 2

A school realized that many temporary cards 
and duplicated cards could open some 
exterior dormitory entrances. They began a 
project this past spring to recard the entire 
campus population with an iClass smart card 
and replaced many access systems to require 
two factor entry.

 

Story 3

At least one school has ID cards that can be used 
as a debit card with on campus vendors. 
Unlike most debit cards, the remaining 
balance on the card is display on the point of 
sale terminals. This means that other patrons 
waiting in the checkout line, as well as the 
cashier, is able to see the remaining balance 
on the debit card when the payment is being 
made.

 

Story 4

One school was working on a project to let the 
campus ID card also act as a transit pass with 
the local municipality. The local municipality 
halted that project when a student project 
regarding the security flaws in the transit pass 
system received widespread publicity.

 

Responses from: 



 

 

 



 

 



 

 

 



 

 



 



 

 



 

 



 

 



 

Additional comments: Some people have multiple cards. 

 

At the end of the discussion Klara Jelinkova of Duke University and  

William D. Badertscher of Georgetown University agreed to create a wiki space 

to capture information about onging efforts to evolve ID cards by the various 

member organizations.  

 

 


