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GA4E@USC Requirements – Spring 2008 Phase

Abstract

This is a requirements document for the initial phase of the GA4E@USC infrastructure extension project which extends USC infrastructure for students to Google Applications For Education (GA4E) including Google Mail and Google Calendar for the Spring 2008 term.
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1 Introduction

In April 2007 USC established the GA4E@USC Infrastructure Extension which seeks to extend Google services, particularly email and calendar, to USC students. Specifically the project will enhance the existing USC identity management and account system to allow students – both undergraduate and graduate – to use their USC issued enterprise account to access hosted Google Applications For Application (GA4E) Services, including Google Mail and Google Calendar.

This document describes the requirements for the initial phase of this effort which allows USC students to create a Google account that can be used to manage mail, calendar, and other Google services.

For the purpose of this document and project the definition of “student” is understood to mean a person who has a University account sponsored by the University Registrar for electronic services. GA4E services are extended for the lifetime of the student University account. Student University accounts are terminated six months post-graduation or study completion, following abandonment, and for conduct violations.
2 Conventions used in this document

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”,  “MAY”, and “OPTIONAL” in this document are to be interpreted as described in RFC-2119.

3 Terminology 

AIS - Administrative Information System

AIS is the system responsible for managing employee data and employee relationships at USC. AIS communicates active employee information to the USC account system (MU) for the creation of staff and faculty accounts and services.

FERPA

The U.S. Family Educational Rights and Privacy Act is a federal law that protects the confidentiality of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. Department of Education. For more information see <http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html>

GA4E – Google Applications For Education

The suite of web-based applications offered to educational institutions by Google, including Google Mail and Google Calendar.

GDS – Global Directory Service

The USC Global Directory Service provides enterprise authentication, authorization, and personalization services for USC electronic services. It is integrated with the systems of record, the MU account system, the Kerberos enterprise password store, and the Shibboleth Identity Provider. The GDS can be accessed via Shibboleth and via LDAPS. (For more on this topic, see the GDS website at http://www.usc.edu/gds.)
Kerberos

Kerberos is a network authentication system for use on physically insecure networks, based on the key distribution model presented by Needham and Schroeder. It allows entities communicating over networks to prove their identity to each other while preventing eavesdropping or replay attacks. It also provides for data stream integrity (detection of modification) and secrecy (preventing unauthorized reading) using cryptography systems such as DES.

At USC the enterprise password store is a Kerberos realm.

LDAP directory

An LDAP directory is one that supports the Lightweight Directory Access Protocol (LDAP). LDAP is a widely adopted IETF standard directory access protocol well suited to the authentication and authorization needs of modern application architectures. Sun Java System Directory Server
 (formerly SunONE Directory Server, formerly iPlanet Directory Server, formerly Netscape Directory Server), Red Hat Directory Server, Fedora Directory Server, OpenLDAP, Novell eDirectory, Oracle Internet Directory, IBM Secureway, and Microsoft Active Directory are examples of directory products that support the LDAP protocol. (For more on this topic, see RFC1487 http://www.ietf.org/rfc/rfc1487.txt, RFC1777 http://www.ietf.org/rfc/rfc1777.txt, RFC2251 http://www.ietf.org/rfc/rfc2251.txt, and the LDAP Roadmap http://www.kingsmountain.com/ldapRoadmap.shtml.)

At USC the GDS, which runs on Sun Java System Directory Server 5, provides an LDAP interface to information about students, staff, and faculty. Email clients can use the GDS via the LDAP protocol to perform email address lookup functions. The USC webmail product uses the legacy LDAP directory ldap.usc.edu to look up email address information.

MU

MU is the USC account system and is responsible for the creation of enterprise accounts for students, staff, faculty, and affiliates. The MU system communicates active account information to the USC Global Directory Service to facilitate access to electronic services. MU is maintained by ITS.

Shibboleth

Shibboleth is an access protocol and technology developed by the NMI MACE group with participation of several higher education research institutions. Shibboleth provides a Single Sign-On capability for web applications. Shibboleth 1.3 supports SAML 1.1. Shibboleth 2.0 supports SAML 2.0.

At USC Shibboleth is the preferred technology for integrating web applications with the GDS. Shibboleth 1.3 is currently implemented. It is unlikely that Shibboleth 2.0 will be available for production use until late 2007 or 2008.
SIS - Student Information System

SIS is the system responsible for managing student data and student relationships at USC. One function of the system is to define “student”. SIS communicates active students to the USC account system (MU) for the creation of student enterprise accounts. Anyone registered for a course offered by the University Registrar is provided a student account.
4 Provided Services

The Google Services provided by this effort include:

· Creation of a Google Apps account in the USC Google domain to which a student may elect to forward email through the email forwarding preferences provided in the USC Webmail system at <https://email.usc.edu/>
· 
· Single Sign-On to Google Apps using the USC Enterprise account; this is accomplished via Shibboleth

· Continued access to the historical USC Email Mailbox for email retrieval
· 
· 
· Support for students being assigned to department domains (exp. @marshall.usc.edu, @law.usc.edu). The base account for a person remains @usc.edu but mail is forwarded to @domain.usc.edu. This is controlled by the student and accomplished through the email forwarding preference provided in the USC Webmail system at <https://email.usc.edu/>
Any active student enterprise account holder will be eligible to activate the GA4E@USC service.

4.1 Forwarding USC Email to a GA4E@USC Mailbox
A student activating the GA4E@USC  service will have the option of having all email addressed to their enterprise account @usc.edu email addresses forwarded to their Google mailbox (@gmail.usc.edu). At the time of service activation instructions will be provided for setting forwarding to their @gmail.usc.edu account using the USC Webmail service and for setting their “From” address in Google to their @usc.edu address.

Restrictions on maximum email size are enforced by the USC Email system. These restrictions will apply to all mail sent to and through USC, but will not apply to mail sent from Google to non-USC mailboxes.

Under all circumstances email will be routed to GA4E@USC accounts only from USC. Mail addressed directly to Google using the GA4E@USC ID@gmail.usc.edu address will be blocked. (This ensures that email for USC constituents is delivered to USC, allows USC to blacklist student mail consistently, and allows the assignment and management of email aliases at USC.)
Because students may have multiple enterprise accounts, additional detail is provided in the following sections.

4.1.1 Typical Student

In the typical student case a student has a single enterprise account assigned at certification and deactivated following the post-graduation extension period. This account is referred to as the USC NetID. At the time of account creation the student is provided two @usc.edu email addresses for their enterprise account mailbox, one that is based on the name of the account (exp. ttrojan@usc.edu), and one – often termed the friendly-name or alternate email address - that is based on the unique full name of the student (exp. Tommy.Trojan@usc.edu).

At the time of GA4E@USC activation a Google account will be created with a name-based GA4E@USC ID. The GA4E@USC ID is used as the mailbox name at Google as well as the identifier that appears in Google Calendar. In order to maximize the usefulness of the suite of applications in GA4E@USC the  ID will be based on the USC friendly-name email address which is full-name-based, and the student given name and surname will be provided to Google. To protect confidentiality the student will need to approve an on-screen acceptance policy before the release of this information to the Google system.
Setting forwarding in USC Webmail to friendly.name@gmail.usc.edu will allow mail addressed to the student account to be forwarded to the Google mailbox. If the student wishes to retain a copy of the email on the USC system, the Webmail forwarding options do allow this, but in this case the student must manage their USC mailbox to the USC email quota to prevent the rejection of email.

When the student enterprise account is deactivated following the post-graduation extension period, abandonment, or termination for cause, access to all GA4E services is suspended.

In the event that a former student who had activated GA4E@USC returns to USC as a student or employee their GA4E@USC access is reactivated. Incoming email will be delivered to the USC mailbox unless forwarding is reestablished using USC Webmail. (If the period away is sufficiently short so that the account purge process has not completed then the forwarding setting is retained.)


4.1.2 Multiple Roles: Student Worker or Employee Taking Courses
A student worker is a person who is primarily a student but also works as a non-benefits eligible employee for a University department. Employees often take courses although they are not pursuing a degree. These multiple-role cases are divided into two categories, those with a single enterprise account name and those with two enterprise account names.

4.1.2.1 Case: Single Account Name
Historically account services for students are segregated from account services for employees. Student workers and employees taking courses function in both roles simultaneously and therefore are given two accounts, a student account and a staff or faculty account. For most departments employee accounts are created in an employee domain and student accounts in the student domain, so although a person has two accounts each can have the same base name and share core services including Kerberos and email. So although a person has two accounts, he/she has a single USC mailbox, one NetID, and one friendly-name email address. From the perspective of applications the person appears to have a single account.

In this case when the student has activated GA4E@USC and set forwarding to their @gmail.usc.edu account all email sent to them in either their student role or employee role will be routed to Google.

4.1.2.2 Case: Dual Account Name
The practice for some departments, including ITS and engineering, of creating employee accounts in the student domain causes student workers and employees taking courses in those departments to be given two different account names. A student worker, for example, would have two enterprise accounts (exp. ttrojan, ttrojan2), and four email addresses, two associated with each account.

In the dual account case when the student has activated GA4E@USC a Google account based on the friendly-name of the first account created for the person will be created. Either or both accounts can be set in USC Webmail to forward to the @gmail.usc.edu account. In this way a student could allow student email to be forwarded to Google and employee email to be retained at USC.

4.2 Single Sign-On to Google Email and Google Apps

Access to Google Mail and other Google Apps is via the USC Single Sign-On facility, which is compatible with Google’s webmail. Any authentication mechanisms that require USC or the student to provide their enterprise password to Google or allow the creation of a Google password will not be permitted for security reasons. In the unlikely event that the USC SSO facility is unavailable it will not be possible for students to access Google services.

Only web browsers supported by Google can be used to access GA4E. USC ITS bears no responsibility for supporting alternate web browsers.

4.3 Continued Access to Historical USC Email Mailbox

Regardless of GA4E@USC activation the USC mailbox can be accessed via a POP or IMAP email client or via USC Webmail at. https://email.usc.edu. Access to the USC mailbox will be discontinued when the account is deactivated following the post-graduation extension period, following abandonment, or for conduct violation.
4.4 GA4E@USC Administrator Access

GA4E@USC Administrators responsible for administering USC’s Google domain(s) will be issued Google accounts to be used when logging into Google. Administrators will be assigned by ITS management.

4.5 University Online White Pages Visibility

The University White Pages can be used to search for students by name. The friendly-name used for the GA4E@USC ID will also be listed as a valid email address for the person in the white pages.
5 Discontinued Services

While Google Mail Services provides a multi-GB email storage and unlimited retention, there are several services provided by ITS for USC mail system users that are not provided for Google Mail.

5.6 Email access via non-Web interfaces

The USC email system allows email to be retrieved via POP and IMAP email clients as well as via USC Webmail. GA4E@USC will only allow email to be retrieved via the Google mail web interface, there will be no ability to access mail forwarded to Google via IMAP or POP.
5.7 Personalized Email Settings

Email settings for IMAP folders, spam control, and email blocking are not transferred from USC Webmail to Google Mail. However, because all mail delivery comes to USC, the USC spam and blocking features may apply.

5.8 Email Recovery

Email recovery for USC hosted email can often be successful up to 30 days after an email has been deleted. The Google Email system does not provide email recovery following deletion. Google’s recommendation is to not delete email. In the event that email is deleted from Google, ITS will not be able to recover the mail as there will be no copy of it on USC systems. For students who want to use Google Mail but are concerned about losing recovery, they could set forwarding so that a copy of the email is retained at USC. If they choose to do so they will have to manage their mail to the USC email quota.

5.9 ITS Support for Webmail

ITS provides support for the USC Webmail service. Google provides support for the Google email service. Problems with Google applications should be directed to Google.

5.10 Mail Delivery During Account Suspension

The USC email service allows mail to be delivered to a USC mailbox while an account has been suspended. The Google system does not allow mail to be delivered during a suspension. In the event that a person’s Google account is suspended mail delivered to their Google mailbox will be returned to sender.

5.11 

5.12 Email Examination by Administrators

The USC email system allows an email administrator to examine or retrieve email from a user mailbox without altering the user password and affecting other enterprise services. With Google mail it will not be possible to examine or retrieve user mail without changing their enterprise password and preventing access to all enterprise applications.

6 Process for Activating the GA4E@USC Service

Activation for the GA4E@USC Service by students is available at URL <insert web page address here>.

6.13 Initiation of the GA4E@USC Service
At student self-activation a GA4E@USC account is assigned and provided to the Google service. Any active student account holder is eligible to activate the GA4E@USC service.
6.13.1 Information Provided to Google and FERPA

The Google API requires the first and last name of the student in order to create a Google account. The GA4E@USC ID will be based on the full name at the time of initial enterprise account. The id and name will be visible to anyone in the USC Google domain. To protect confidentiality the student may need to read and approve an on-screen acceptance policy before the release of this information to the Google system.

6.13.2 Migration of USC mail to Google

Access to the USC mailbox is not. If a student wishes to migrate their mail to Google he/she will need to do so through email forwarding. Email forwarding can be set in in USC Webmail system at https://email.usc.edu.
6.13.3 Creation of the GA4E@USC ID

The GA4E@USC ID is based on the friendly-name of the student at the time of enterprise account creation. This ID will be persistent even after the USC account is deactivated. The Google mail address based on the GA4E@USC ID will take the format friendly.name@gmail.usc.edu.
GA4E@USC ID’s and email addresses generated by the USC Account System are the property of the University of Southern California and may be changed at any time in keeping with the requirements and policies of USC.

6.13.4 De-selecting the GA4E@USC Service

There is no mechanism to de-select the GA4E@USC Service or remove the GA4E account. Activation is irreversible.

6.13.5 Personalized Email Settings
Email content and settings for IMAP folders, spam control, email filtering, and email blocking are not transferred from USC Webmail to Google Mail. The student will need to use the personalization/customization features provided by Google.

6.14 Access to Google Mail

Google Mail can be accessed only through the Google Webmail interface. Access via POP or IMAP will not be possible.
6.15 Access to USC Mail

Access to USC mail can continue to be done through a POP or IMAP client as well as the USC Webmail service. 

7 Loss of Access to Google Mail

This section describes the circumstances under which access to Google Mail may be disrupted, suspended, or terminated.

7.1 Account Suspension

The Google system does not allow mail to be delivered during a suspension. In the event that a person’s Google account is suspended, mail delivered to their Google mailbox will be returned to sender undelivered (ie, “bounced”).

If a Google account is suspended due to abuse of the Google service it may remain suspended until Google determines that the account should be reactivated. (see Google contract)

The lifting of a suspension will allow email to be delivered to the user inbox, but there is no means to recover mail that was bounced during the suspension period.

Suspending GA4E access can be done without suspending other USC enterprise electronic services, including USC email.
7.2 Account Deactivation

Student accounts may be deactivated due to abuse, a student departure, or student graduation. Email services are extended for six months following graduation, after which the account is deactivated. Upon deactivation all access to USC and Google services will be immediately discontinued.

7.3 Role/Affiliation Change

Only current USC students can activate GA4E@USC Services. If a former student who had activated GA4E@USC Services has changed roles within the University and is considered an employee, their access to GA4E@USC will continue as long as their USC enterprise account remains active.

7.16 Google Service Outages

Google may experience service outages, planned or unplanned. These may not be communicated to the USC community ahead of time. During Google outages there will be no means to access Google mail and mail routing to Google accounts may be disrupted.

USC ITS bears no responsibility for email delivery or GA4E@USC access during Google outages.

7.17 USC Service Outage (Shibboleth, GDS, USC Email Gateway, Kerberos)

Access to the GA4E@USC service depends upon the components of the USC infrastructure that support the web single sign-on facility. These components include Shibboleth, the Global Directory Service and the Kerberos realm. While these services are designed for high availability and redundancy, in the event that any one of them is unavailable it will not be possible to access GA4E@USC services, including Google Mail.
Mail delivery depends upon the USC Email Gateway. In the event that the USC Email Gateway is unavailable email may not be forwarded to Google promptly.
8 Project Timeline

The student activation option will be made available at the beginning of the Spring 2008 term.

Development required includes:

· Development of Shibboleth protected activation page restricted to current registered students. This page will present the student confidentiality release dialog if required and then use the student GDS GA4E@USC ID to create a Google account and @gmail.usc.edu mailbox. Directions for setting forwarding and “From” address will be provided. Student name will be released to Google.

· Development of a Shibboleth 2.0 protected GA4E@USC Services page restricted to current University members. GDS GA4E@USC ID will be released. Shibboleth 2.0 is a requirement.
· A GDS GA4E@USC ID attribute will be added to the GDS schema – person and aggregate accounts.
· The MU friendly-name algorithm needs to be strengthened to ensure that a unique address is always generated.
· Addition of the friendly-name to the reserved name table in MU so that friendly-names are persistent and are no longer reassigned.
· Identification of existing accounts that lack a friendly-name and creation of friendly-names for them in the MU database and GDS.

· Changes in GDS ds_sync metadirectory processing to populate GA4E@USC ID in person entry and aggregate account entries for existing and new entries.
· Configuration of the Google domain using @gmail.usc.edu) and Google administrators. The domain should be configured to reject mail except from the USC mail servers.
· Development of training materials for the USC ITS CSC to assist students when setting up email forwarding.
9 Addenda

9.1 Offering Alumni GA4E@USC Services

Offering Alumni GA4E@USC Services has been mentioned but is outside the scope of this deliverable. Any discussion of Alumni must address at least the following issues:

· Alumni are not currently offered enterprise accounts. If GA4E for alumni will require USC authentication services then there may be significant costs to expanding the account infrastructure to support the alumni population.

· Alumni will change names with greater frequency than students. There could be significant costs in supporting identifier change requests. A self-service facility will need to be designed for this purpose.

· If Alumni will utilize USC authentication then the number of calls to reset forgotten passwords will increase due to Alumni. A self-service password reset facility will need to be designed for this purpose.

· All Enterprise Account Holders are sponsored for enterprise services. Alumni are not currently sponsored for enterprise services. A sponsoring department needs to be assigned and bear responsibility and potential costs.  ITS should not be that department.

· Confidentiality of students and alumni must be ensured.

· Alumni often return to the University as students, faculty, or staff. Each potential use case must be examined to determine how a returning Alumnus’s email should be routed.

· Should Alumni who did not select GA4E while a student be able to request GA4E? What mechanisms would need to be designed to accommodate this if required?
10 Change Log 
This section lists the changes (other than typographical corrections) that have been made between released versions

May, 2007 – Release of initial draft

June, 2007 – v1.11

- spelling corrections and small wording changes in several sections

- addition of DRAFT watermark and corrections to headers and footers

- section 3: addition of GA4E definition

- section 4: addition of department specific domains

- section 4.1: added statement about necessity that all mail delivered to Google come from USC

- section 4.1.1: change to say that a returning student will automatically regain email routing and access to GA4E.

- section 4.2: explicit wording about passing enterprise passwords to Google

- section 5.7: added

- section 6.1: stated behavior of forwarding when GA4E is activated

- section 6.1.1: wording updated

- section 6.1.2: wording updated

- section 6.1.3: rewritten to list the cons of a name-based identifier

- section 9.1: added

September 7, 2007 – v2.00 rewrite
September 10, 2007 – v2.1 wording updated and changes to specify friendly-name based ID
September 12, 2007 – v2.2 Removed references to primary affiliation. All students are allowed to activate GA4E@USC regardless of primary affiliation.
September 13, 2007 – v2.3 Typographical changes.
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