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1. Summary

USC is outsourcing some Student online services to Google Applications for Education (GA4E). Initially the focus will be on Email, then Calendaring and Document sharing and beyond. The perceived benefits are 2GB mail quotas, better webmail interface, reduced cost to the university for email service. The scope of this project encompasses USC’s student population, and the required date of production is August 1, 2007.

Beyond contractual negotiations with Google, a top-level, cursory look at the project reveals the following high-level integration issues: 

· How will the privacy of the university’s protected information be assured?

· How will GA4E integrate with the university’s Identity Management (IdM) environment?

· How will Helpdesk work for the users? What will be USC’s responsibilities, and what will be Google’s?

· How will legal, - Discovery, Subpoena, other, - issues be resolved? What will be USC’s involvement and responsibilities, and what will be Google’s?

· Would USC be able to back out of the contract, and with what stipulations?

When we start looking at the technical issues involved in reaching a desired solution, complicated questions arise which our institution must answer. We summarize a number of these issues below, hoping to share this document widely with stakeholders at USC, Google, as well as with other interested institutions. Some of these issues need to find policy-level resolution at USC before the project can address them successfully.

2. USC Domaining policy with GA4E

GA4E allows educational institutions to create multiple “domains” within which they can manage their users. For example:

· usc.edu

· Alumni.usc.edu

· Law.usc.edu

· cs.usc.edu

USC must devise a policy to guide our GA4E strategy. Such questions as:

· Will there be a single USC GA4E domain?

· Will there be multiple domains?

· Will domains be added progressively?

· Will users be moved between domains? What policies apply?

· Who can sponsor a GA4E USC subdomain? Is there an authorization process?

· Who incurs the cost of integrating additional subdomains with GA4E within USC?
3. Email Routing strategy

Outsourcing USC students to GA4E will split the central USC email system email.usc.edu. Some users of this system will remain on it; others will receive their email on Google. This raises the question of how email will be routed to reach its intended receiver. For example:

1. Will email be routed to USC, where our current email gateway will decide which users must be forwarded to GA4E? Or:

2. Will email be routed to Google first, where Google will decide which recipients must then be routed to USC?
Option 1:

· Maintains control of email routing for all USC accounts at USC;

· No emails for faculty and staff are routed to Google or elsewhere;

· No internally sent emails between faculty and staff are machine scanned by Google or other outside agencies;

· Requires that USC continue running its current mail gateway for email.usc.edu;

· USC continues logging and auditing of email flow, and can provide diagnostic or discovery information;

· USC continues to run Anti-Spam/Anti-Virus (AS/AV) for users on email.usc.edu;
· Requires integration between the USC email gateway and the GDS, in order to determine the exact population for which routing to GA4E is required.

Option 2:

· Relinquishes control of ALL mail routing for ALL USC email users to Google;

· All USC email, – including Faculty and Staff, – will be machine scanned by Google;

· It is unknown how Google determines which users’ email to keep, and which ones to forward;

· It is unknown if Google runs AS/AV on accounts it will forward. This is probably a negotiable for-fee service;

· It is unknown if Google provides mail logs. They probably do, or maybe as a for-fee service.

· Requires that USC continue to run a mail gateway, perhaps not as beefy as the one today.

Other issues include:

· What support will we offer for “friendly name” aliases?

· How will blacklists (or blocklists) be implemented?

· How will whitelists be implemented?

· How shall USC handle accounts which have already set up their email forwarding to an outside email provider such as Google, Yahoo, Hotmail, etc.?

4. GA4E Population Scope and Definition

Currently, the scope of the project encompasses moving “students” to GA4E. USC must express what “students” means as a tight, enterprise attribute-based definition for policy as well as programming purposes. 

USC’s Student Information System (SIS) keeps a significant amount of data about students from the time they are inquirers until the graduate and become alumni. Based upon this data, some of which is provided to the Global Directory Services (GDS), USC identifies the lifecycle of Roles and Online Services provided to students.

A careful evaluation of the student’s account lifecycle would be highly beneficial at this point, in order to maximize the quality of their online experience at USC. To illustrate the point, here’s a high-level view of this lifecycle today:

1. An Inquirer applies to USC, and they are allowed to create an account on the Student Information Gateway (SIG) to maintain their relationship with USC;

2. The Inquirer is Admitted to USC, allowing them to Certify their intent to attend USC;

3. Upon Certification, a Name-Based Enterprise Account is created with which the Student can now login to USC online resources;

4. Six months after Graduation, the student’s account is shutdown;

5. One year after graduation, the student’s account is removed.
How should this lifecycle apply to the student’s GA4E account?

1. Should USC create a GA4E account for Inquirers who apply?

a. If yes, in what domain?

b. If yes, are “Friendly name” style aliases required? How will naming conflicts be resolved?

c. If yes, what termination policy applies to this account?

d. Is this account “moved” to the usc.edu domain if the Inquirer is admitted and certifies intent to attend USC?

2. Should USC create a GA4E account for admitted inquirers who certify their intent to attend USC in the usc.edu domain?

a. If yes, what conflict resolution policies apply for accounts being moved from the “Inquirer/Admitted” domain?

3. Should usc.edu domain student accounts be terminated upon graduation?

a. If yes, when: Immediately? After six months?

4. Alternately, should usc.edu domain student accounts be moved to, for example, the alumni.usc.edu domain upon graduation?

a. If yes, what policies apply to the “Friendly name” aliases to this account (for example: John.Smith@usc.edu)?

5. Single Sign-on (SSO) and other Authorization And Authentication Integration

Currently, Google has a very limited and immature implementation of the SAML 2.0 standard for Authorization and Authentication purposes. In fact, USC has an in-house exploit against this implementation. USC’s SSO platform is based on Internet2’s Shibboleth software. We are currently running the latest version of the Shibboleth 1.3 Identity Provider (IdP), which implements the SAML 1.1 standard. USC plans to move to Shibboleth 2.0 as soon as it is available, and current ETA for this mid-summer 2007. Naturally, concerns abound:

· Will Google provide support for SAML 1.1?

· Will Shibboleth 2.0 be available, installed, tested, stabilized at USC by August 1?

· How will SSO be implemented in a secure manner if neither is the case as the project unfolds?

The above concerns apply primarily to Webmail. Regarding other Email interfaces:

· POP – Google supports this protocol, but there is no way to implement it without USC providing all of our users’ passwords to Google.

· IMAP – Although Google does not support this protocol; the same user password concerns apply as for POP.

ITS – USC’s Information Technology Services division, - recommends AGAINST proceeding with GA4E at USC until tested and stable SSO integration is assured by Google through Shibboleth. This is already something on Google’s radar, but the point is to not dive in without a working solution.

ITS also recommends that the POP and IMAP protocols be DISABLED for USC’s GA4E offering. Whether a user must volunteer his or her own password to Google on an individual basis, or whether USC must create and maintain a second USC password store at Google, this solution is very expensive from many perspectives:

1. If students are allowed to volunteer their passwords to Google, these passwords will be the same ones that allow access to other services AT USC, such as myUSC (and by consequence, OASIS, WebReg, ePAY), Blackboard, Unix systems, UserLab desktops and licensed software, and more.

2. If ITS is required to setup, integrate and maintain a mirroring or syncing of USC’s enterprise Kerberos Realm at Google, all of the above-mentioned services will be at Risk for ALL USC users. In addition, the cost and effort of setting up, integrating, maintaining and securing such a duplicate password store at Google is unknown. It is also unknown whether Google supports such a process, even for a fee.

6. Account Create, Rename, Update, Delete (CRUD)
Google has published API for GA4E for Account CRUD. There is also reportedly an interface to help migrate user content from a USC mailbox to a GA4E account mailbox. It is unknown at this time whether there is an interface to move or migrate an account from one GA4E domain to another. The existing interface is Web Services.

Issues to consider:

6.1. Email accounts which already forward out of USC

How shall we handle user accounts, which are already forwarding to an outside email provider such as Google, Yahoo, Hotmail, etc.?

6.2. The Persistent Identifier

What are the data entry requirements for Persistent Identifers fo GA4E accounts?

· What is the exact set of permitted characters in an identifier?

· What special limitations apply?  (First character, etc.)

· What is the minimum length requirement?

· What is the maximum length permitted?

In integrating GA4E with USC’s enterprise IdM environment (the Global Directory Services and account provisioning tools), USC must consider what Persistent Identifier it wants to pass on to Google. This is a sensitive issue as it relates to Student protected information. Should USC provide?

· A name-based identifier?

· A USCPVID? (A license plate-like GDS ID, e.g._ scwx1yz2)

· A Shibboleth TargetedID? (A longer, more complicated, anonymous ID, unique between our Shibboleth IdP and the end-user service)

· A “Friendly Name” alias?

USC’s Registrar has historically been very conservative in offering FERPA protected student information to any entities outside USC. Where there is an alternative, our Registrar has demanded anonymous persistent IDs be used instead of name-based ones. Where there has been no alternative, our Registrar may require changes in the targeted service, may reject sending information to it, or may require further legal scrutiny and language.

6.3. The One-Person One-Account policy at USC

USC has been moving in a one-person one-account direction for a long time. While there are a large number of exceptions, they are the result of legacy restrictions, and as these get updated and fixed, we have been deprecating multiple name-based accounts. For example: we do not allow the same member to have “jsmith” and “johns” at the same time. This person may of course have a “jsmith” account on multiple services.

What policies will govern people and multiple accounts?

· Within a single GA4E domain?

· Across USC GA4E domains?

7. Addressbook integration

USC’s email system integrates with LDAP – either ldap.usc.edu or gds-ldap.usc.edu. Our email users can find other users at USC by pointing their mail readers or USC Webmail to gds-ldap.usc.edu. The returned results are informed by protected-information rules at USC. Faculty, Students and Staff who have opted for “Confidentiality” will not be visible to anyone, while the Student addressbook is only available to USC members.

Issues:

· Is there an addressbook feature in GA4E? It’s almost certain that there is.

· What is its scope? Does it span Domains?

· What confidentiality rules apply?

· How is confidentiality data gathered?

· How does a student look up a Faculty (or Staff) person in the GA4E addressbook? Where does that information come from?

· How does a Faculty or Staff person on USC email query the GA4E addressbook?

· Can Google’s addressbook functionality integrate with USC’s GDS LDAP, in order to benefit from an integrated USC population, whose visibility is informed by legal and USC policy requirements?

· What is proposed to address the USC Registrar’s concerns (which are reflected in the GDS LDAP’s ACI)?

How are personal Addressbooks from traditional mail readers (Outlook, Apple Mail, etc) and USC’s webmail migrated to GA4E?

8. End-user account requirements

Some specific questions that come up:

· What policies govern if a student wants multiple accounts in or across domains?

· Can students have “friendly name” aliases? How many?

· Do friendly names span GA4E domains? Are they maintained in Google, or are they managed at USC?

· If accounts are lifecycled through USC GA4E domains, are friendly names also moved? If so, how are naming conflicts resolved? Is user’s data also lifecycled?

· What are the policies about GA4E accounts for users who go on leave, who are disabled, or remain un-enrolled for extended periods of time?

· Can users set up server-side email filters?

· Can users request email quota modifications?

· How does USC’s email retention policy apply to USC GA4E users?

· Is there a “lost email” recovery process?

· What are the backup and archiving policies for GA4E?

9. End-user Role

Currently “Students” are planned to be outsourced for GA4E. What policies guide:

· Students who are also employees (TAs, instructors, etc)?

· Employees who are also taking classes?

What are the policies guiding accounting for Students who officially become Employees, and for Employees who become Students? Note: a change in a member’s PrimaryAffiliation is referred to, here.

10. End-user Online Directory integration

The GA4E offering will certainly have a “preferences” option, allowing users to personalize and customize their information.

· What options are available in “preferences”?

· What information is gathered, and how is it used?

· How does this information relate to personal information in the USC Online Directory?

· What policies govern the privacy of this information?

· What policies govern the expectation that this information will flow into the USC Online Directory?

· Is it possible to integrate the GA4E preferences with the USC Online Directory?
11. End-user Legal issues

There will undoubtedly arise cases where outside agencies, governmental and non-governmental, apply to USC for discovery of USC user email data, which has been outsourced to GA4E.

· How will USC stay in the loop?

· Will USC have a say over how the discovery or subpoena will be responded to?

· What will be the process of discovery between USC and Google?

· What are the relevant clauses in the USC contract, which apply to this process?

There are also cases of discovery within USC. There are cases when a student worker leaves a department, and after this departure the department realizes business-critical information may have been left behind in the student’s account. There are also less friendly cases for such requests, when students or employees leave under unusual circumstances.

· Will there be a process to retrieve such data?

· What are the exact reasons for which a department may request access to someone’s personal email data?

· What legal sign-offs are required for such requests?

· What is the process between USC and Google?

Inappropriate conduct by USC members currently may lead to a disabling of the person’s email account until due process mitigates the situation. The disabling of the account allows for continued reception of email to the account, but disallows login and use of the account by the owner.

· How will this process be handled or changed?

12. Helpdesk Support

At USC, the central email system is supported by the ITS Customer Support Center (CSC). The CSC will certainly remain in the USC GA4E Helpdesk process at least for the foreseeable future.

· What will be the exact role of the CSC? What range of questions will they field?

· At what point and how does the CSC hand off a query to Google?

· What is the CSC’s point of contact with GA4E’s helpdesk?

13. USC GA4E Look & Feel

We’ve seen the rudimentary customization that the GA4E service offers, which amounts to the institution’s logo in the upper left corner.

Is the GA4E stylesheet going to evolve?

Will there be a number of color schema styles offered? (For example, a cardinal and gold option so that USC students do not have to live with a mostly light blue and white look which does not reflect the institution’s overall look and feel.)

14. USC GA4E Workflow

How will USC’s GA4E offering work?

· Will the service be Opt-in? How will it be implemented?

· Will there be a legal or policy language to accept?

· Will email data or content be migrated from USC to Google? How?

· What happens to the population that never opts for GA4e, is there a sunset clause to their USC email service?

· Will USC allow Opt-out?

· Will content be migrated from Google back to USC?

· Will USC host a “login page”? Where will this login page be hosted?

· If, in case of a major service disruption at USC and its high-availability site, the “login page” goes down, how will users access their GA4E email?

15. USC GA4E SLA

“Google Applications for Education” is clearly a set of services. There needs to be a clear and explicit understanding of what USC is subscribing to, in order to clarify expectations for all stakeholders.

· What are the exact services that USC is subscribing to?

· Is there a description of each service as it stands at the time of subscription?

· Will Google add services to the offering without USC explicitly subscribing to it?

· What is Google’s schedule of upgrading and enhancing the service?

· Will Google notify USC of updated and newly installed features?

· Can USC decline to subscribe to the new version of the service?

· What is the effect on USC’s helpdesk?

· What is Google’s schedule of service maintenance downtime?

· Is there a mechanism to notify USC ahead of time? How far ahead?
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