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Continuity and Recovery Discussion – Suggested Areas to Explore

· What continuity and recovery policy issues need to be addressed on our campuses?
· Is there an institutional framework for continuity and recovery planning?  Is BCP for central IT only, or for central IT and all applicable academic and business units?   Who are the primary leaders outside of central IT (President, Provost, Senior VP, VP for Safety, Risk Management, who)?  
· There are many drivers for continuity and disaster recovery planning and policy (severe weather, power infrastructure failure, equipment failure, fire, flood, terrorism, network failure, labor relations, etc.).   How do planning and policy efforts effectively assess each risk and appropriate responses? 
· By policy, is regular disaster recovery testing performed for central IT systems?   For departmental systems?    Who leads such efforts?    How successful are they?   What valuable lessons have been learned from them?   
· Does your campus have a formal Emergency Response Team that meets on a regular basis and becomes active during an institutional emergency?
· Does your campus have a Senior Executive “on call” at all times to lead emergency management issues?
· Has your campus established one or more command centers (on and/or off campus) to perform emergency management?
· How are systems “prioritized” for recovery efforts?   Who makes these decisions?  Are they formally documented?   Are there Service Level Agreements or targets for major services?   Have there been significant changes in the perception of what is important over the last 5 years?
· Do you have emergency broadcast lists established using University and/or non-University resources?
· Do you have an established emergency web address to be used in a disaster OR sophisticated means to move or activate a redundant web presence?   Are non-IT offices trained in how to use any alternative web presence?
· Has any major system outage in the last 5 years guided efforts to strengthen continuity planning and recovery policies and procedures?   What and how?
· How comprehensive is continuity planning?    The Georgetown model for planning includes these operational areas and continuity functional areas and one or more executive owners for each:
· Emergency Management Structure
· Preparedness Planning
· Decision Making
· Communications
· Life Safety and Security
· Evacuation
· Student Housing
· Student Care and Student Life
· Staff Housing 
· Essential Personnel
· Safeguarding Assets
· Academic Continuity
· Course Instruction
· Research
· Resource Research Facility
· Critical Specimens
· Employee Retention
· Admissions
· Libraries
· Athletic Continuity
· Information Technology and Business Systems
· Applications and Data Infrastructure
· Advanced Research Computing Facility
· Departmental Business Continuity Plans
· Banking
Furthermore, risk assessment of national, regional, metropolitan, and campus events and their impacts on continuity is included in the framework.
Can BCP policy spur our institutions to extend continuity and recovery efforts across the institution?   Are there key risk areas missing from the model above?   How does your campus framework vary?

· How are continuity and recovery efforts funded?    IT only?   Centrally or in a distributed fashion?   Proactively or reactively?    How do these funding models affect the success of continuity and recovery efforts?

· What business models are used for recovery?

· Outsourcing

· Partnerships with other schools and consortia

· Redundant sites

· Others?

· How successful are these models?    Is one model more preferable for cost or ease of recovery?

· Are “post mortems” a required and regular part of your business continuity and recovery processes?

· If you have any “model” continuity / recovery policies that can be shared, please send them or a link to lenhardt@georgetown.edu and I will publish a summary to the list. 

